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TveStart SendFak | TreStopSendFsk | TchtartRingExAl
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| XFER | HOLD |RECORD| “ AA_| AC DN
= e | I-I

\ (l FLASH | REDIALY

BNE METERMEH

4.1 4R Wireshark

Wireshark P84T T H o WAL #T T H 1 B ZAEH S 2l M 44, 24K
WS TT BETEL 1R L -
N AE Wireshark —855 F #2841 .

o LR BE OL IR P R 2% il

o WAL T RET I RAS I 22 4= B A
o TFRA G AR PMSCAAT 1 DL

o JHUREI KB HNN

BT LIEHEI, Wireshark i nf LUHIAEICE V£ 14 .
4.2 ¥t
o fEBSTHL A

o AEVEAN BB M IUE R
-22 -
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o HLMTIT/PRAFH 2 A

o WTLLR AT ARG SRR B AR A X
o wRLEM Z MU A uE R

o ZMUTAHEIKO

o HHUEMZ RO LR

4. 3 Wireshark B

FAR A PR
1. FTHF wireshark 1 T H, LA S R,

18] x]

il The Tireshark Hetwork Analyzer

File Edit Yiew Go Capture Analyre Statistics Telephony Tools Help
Pusesw cmExeilasenrzBRlacan @vmsH

Filter: | w  Expression. Clear  Apply

JERSTON
The World s Most Pepular Network Proto
Interface List B Open @ Wehsite
S Live List of the capture interfaces lcomats jacoming sackets) Upen & wreviously captored file Visit the moject’s welmite
Start capture on interface Open Recent @ User’ s Guide
(2] Atheros ARS13x/ARS1Sx FCI-E Ethernet Controll C:\Docunentz and Set ... strator\EENIRRIHESIFEMR. peap @6 15D The Taar's Guide [local versica, if izstalled)
Ci\Docunents and Set ... ator\SE\EREUMI asterish ver peap 1556 KB) X
m Capture Options C:\Docunents and Settings‘Adninistrator\&@\asterisk reg peap [not Found] @ Security
Start a capture mith detailed options C:\Jocunents and SettingsiAdninistrator\&@itest. peap [not found] Forle mith Wireshark as secorely as masible

D, FIBTERERED 111 pesp [not found]

DAL pesp [not £ound]

I hsippie-0.\test. peap (5180 Bytes)

C:\Docunents and SettingsiAdministrator\EH\esn peap [not found]

C:\Docunents and Set ... Advinistrator\E(E\dubugininiSipServer. pesp [not found)
C:\Docunents and Settings\Adnindstrator\EE\miniSipServer, peap [not found]

@ Sample Captures

4 rich assortment of example capture files oa the wili

@ How to Capture

Step by step to = successful capture setup

@ Network Media

Specific informbion for capturing on: Etherset, WU, .

2. il Capture->Interface %, WK

Capture Analyze Statisties Teleg

@l Options. .. Ctrl+E
[ Start Ctrl+E
% Stop Cirl+E
g Eestart Ctrl+R
ﬁ Capture Filters. ..

3. HILER I A S A AT EAL LA N, ST M (TR i
ip Mok WD AT 1) Start 421

Desecription IF Facketzs Fackets/s Stop |

@ Atheros ARS13x/ARB15x PCI-E Ethernet Controller (Microsoft’ = Packet Scheduler) 192.168.0.129 688 56 Start | Options | Details |

|

4, BN A A, sl Continu without Saving 44
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_1ol x|

Sawe capture file before =tarting a new capture?

If wou start a new capture without saving, xour cwrrent capture
data will
be discarded.

Save | Contimue without Saving || Cancel

5. JhiNF wireshark FFAAHIE R £6 AL, mARE S Bt ol on) P e AT Id Uk . a0 R B 20 X
TEHANHEX AT sip CEFELUCIL e BT AR A 8K, W rtp), AR5 il
AT Apply 4251, RIS wireshark 5 2 SRS 1) sip B

ket Scheduler)

=181

Atheros ARS13x/AR815x FC.
File Edit View Go Capture Analyze Statistics Telephony Iools Help

R X XY .@ﬁ&éxﬁ&\lﬁﬂ\aaﬂﬂlﬂm'@%\@

|F11ter [sip ~  Expression. Clear  Apply |

Ethernet

ntroller

A
5016 98.149020 192,
B556 154.480210102. 168,

SIP Status: 200 OK L hindings)
.129 SIP/SDFRequest: INVITE sip:l0O0@192.168.0.129, with session description
8557 154.480714 192.168.0.129 192.168.0.179 SIP Status: 100 Trying
8731 154.700510192.168.0.129 192.168.0.179 SIF sStatu 180 ringing

Q s}
0.179 192.168.0
0 sl
0 Q
G086 161.155155102.168.0.129 192.168.0.179 SIP/SDFStatu: 200 ok, with session description
0 sl
0 (4]
0 s

GOBG 161.178162 152,168, 0.175 192.168.0.129 SIP Reguest: ACK sip:10081%2.168.0.12%
9557 164.874553192.168,0.129 192.168,0.179 SIF Reguest: BYE sip:l000@192.168.0.179:5062
GRG0 164. 891324 102.168. 0.175 192.168.0.129 SIP Status: 200 OK

Frame 5915: 534 hytes on wire (4272 hits), 534 bytes captured (4272 bits)

Ethernet TI, Src: xiamenve_23:e2:ee (00: te2:ee), Dst: Giga-Byt_7c:86:13 (lc:6F:65:7c:86:13)
Internet Protocol, Sre: 192.168.0.179 (182.168.0.178), Dst: 192.168.0.129 (192.168.0.129)

User Datagram Protocol, Src Port: na-Tocalise (5062}, Dst Port: sip (50600

Session Initiation Protocol

-l
OKf5 oKs 2

@ | Atheros ARB13x/ARB15k PCIE Ethernet Contreller (lierese | Packets: 9790 Displayed: 9 Marked: 0 Load time: 0:00,000

6 A BRAFINBI 24, s T HA s ki, R
=L Q @ &@Q,?QIEB|QQ@D|ﬁE'@%|@
7. SRJE kR File->Save 324

T4l Atheros ABS13z/ARB15z PCI-E Ethernet Contreller (Microsoft’s Facket Scheduler)
File Edit Yiew Go Capture Analyze Statisties Telephony Isels Help

reshark =8 x|

[ Dpen Ctrli0 o @ s T 7 o | f
e EEIEREE I LT
| Dpen Recent
Heree ~  Expression Clear  Apply
- 3 Close Ctrlth
|Destination |Protocol | Info o]
I ™ BFOacdcast FP T TeS. UL L 15 af UOTUETES Ol serd —
s |4 255.255.255.255 UDP  source port: 17445 Destination port: corel_vhcadnin
[ Seve A= il B 255.255,255.255 UDP  Source port: 17446 Dpestination port: corel_vncadmin
File Set v Broadcast ARP  102.168.0.1 i: at 00:08:e8:hl:3e:ds
Broadcast ARP who has 192.168.0.1367 Tell 192.168.0.17%
Export Ylie 169.254.255.255 NENS  Registration NB WORKGROUP<Ld:>
2 Frint CtrltE e:ds Broadcast ARP 192.168.0.1 s at 00:0e:e8:bl:3e:ds
=5 . e:ds  Broadcast ARP  192.168.0.1 i: at 00:08:e8:hl:3e:ds
4 guit culsg [Fbi05  Broadcast ARP who has 192.168.0.107 Tell 192.168.0.32
= - —==—e:d5  Broadcast ARP  102.168.0.1 i: at 00:08:e8:hl:3e:ds
23 1.107912 1ntelcor_od:fh:%5 Broadcast ARP who has 192.168.0.57 Tell 192.168.0.32
24 1.175450 =zioncom_bl:3e:ds  Broadecast ARP  192.168.0.1 15 at 00:08:e8:hl:3e:ds ~|
. [T
[& Frame 1: 152 bytes on wire (1216 bits), 152 bytes captured (1216 Bits)
Ethernet II, Src: quantaco_88:5b:7d (00:1e:68:88:5b:7d), Dst: IPvEmMcasT_00:01:00:02 (33:33:00:01:00:02)
Internet Protocol wersion 6
User Datagram Protocol, src Port: dhcpwé-client (546), Dst Port: dhcpwé-server (5470
DHCPYE
P00 33 33 0o 01 00 02 00 1le 68 B8 5D 7d B6 dd 60 00
0010 00 00 00 62 11 01 fe 80 00 00 00 Q0 00 Q0 6¢C %
0020 1c 80 54 12 16 4b £f 02 00 00 00 00 00 00 00 0O
0030 00 00 00 01 00 02 02 22 02 23 00 62 2d 51 01 <3
0040 8k 8a 00 08 00 02 0c 1c 00 01 00 Qe 00 01 00 Q1
0050 10 93 20 5C 00 le 68 88 5h 7d 00 03 00 0c 0¢ 00
0060 1b 24 00 00 00 00 00 00 00 00 00 27 00 O0cC 00 Qa
0070 74 6f 73 68 69 €2 61 2d 50 43 00 10 00 Qe 00 QO
0080 01 37 00 08 4d 53 46 54 20 35 22 30 00 08 00 08
0050 00 18 00 17 00 11 00 27
) 5
(O File: "C:\DOCUME™T\ADMINI"1\LOCALS"L\Tenp\wiresharkiGiii- | Fackets: 2788 Displayed: 2787 Merked: O Load time: 0:00. (000 s k. Kis oS 2
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8B I T S, A AN ERAF I SO A FK,  RIRREEHICRR) 94 28 E0 ORA 7 20 S A

{RTFLE (L2 @5@ = =

¢ EH-

HEadirds Si=ipp
iy BEADE B Ch=iplR &%
SRR [Chtest
Ctilex Cvi.4.0.1215
Debug o IE=hE AT
document [ ErER i
driver modi £y
evr s1Z1Jl|
LaoopTest
ather
=ecript

=ip_adwv doc

sipdtmf_pcap

IrfE [ Rd wFe |

{2 (T I'l'l'iresharkfrtcpdumpf. .. — libpcap (*.pcll ROl

— Packet Range
" Captured 1 Displayed
" Al packets 2788 2788
" Selected packet 1 1
£ Marked packets
£ First tolast marked

= Range: I

I Bemove lgnored packets

e R e e e
L R e e o

ot
1. DAMEIR MLt rp QoA . FTIFORAT AL S L St

test. pcap - W

Eile Edit Wiew Go Capture Analyze Statistics  Help

B e e e e D@ x % 8 R « » » F L BEBE aa

E]EI'EEI’: I - + Expression... %glear v Apply

Mo, - Time Source Destination Protocol | Info e’
0. 000000 192.168.0.2 Eroadcast ARP who has 192.168.0.27 Gratuitous : =
0.299139 192.168.0.1 192.168.0.2 HENZ Hame query MESTAT * 00> <DD> <00> <O(

.O025659 L168.0. 224.0.0.22 IGMF w3 Membership Report
-Da3a52 . 0. 239.255.255.250 uoP Source port: 3193 Destination por
.O55053 - -0, 192.168.0.2 Source port: 1900 Destination pot
-082038 o -0 192.168.0.255 FEegistration HE WE1OO&1D «D0s
226156 1 1 .1 31596 http [S¥N] = Ler
227282 - -0, 192.168.0.2 http = 3196 [SYM., ACK] Seq=

| 3

Frame 11 {62 bytes on wire, 62 bytes captured) -~

Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:F5:9a (00:09:5b:2d:75:9a)
Internet Frotocol, Src: 192.168.0.2 (182.168.0.2), Dst: 192.162.0.1 {192.168.0.13
Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (802, Seg: O, Len: O
Source port: 3196 (3196)
Destination port: http (807
Sequence number: O {relatiwve sequence number)
Header length: 2&8 bytes
Flags: O=0002 (S¥H)
Window size: 64240
poOosD 00 09 Sb 2d F5 9a 00 Ob 5d 20 cd Oz 0% OO0 45 0O
D010 OO 30 18 48 40 00 g0 06 Bl 2c cO aB 00 02 cD ag

D020 00 01 Oc Fc 0O 50 3c 36 95 fg 00 00 00 OO 7O O2
o030 fa FO 27 =0 00 OO0 O2 04 OS5 ba 01 01 04 OZ

DEEE|A

£

[Fil=: "D ftest.pcap” 14 KB 0O:00:02 [FrizoD:1zom: o
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TECH

Bl = S
2 APV TR R 3 rtp AR H R, RUXHR ae ip sk ClnAs gl vh 123 1 il %545 D 1 protocol
I udp WA UK rtp, BRFRZEHATIGE, At —a, JE L FAEHE, 3% EIRIERE.
VA T H AR rtp AR Bki 2P (X B e DL S#IHE T2 S8 rtp 1 pema(a ) 4w
i),

n test126-127.pcap - YWireshark
File Edit Wew Go Capture Analyze Statistics  Telephony Tools  Help

Bedes CEAXEBE AeswT L QaQan| @Hm g

v Expression... Clear Apply

|

Filter:
Ma. Tirmne: Source Destination Protocal  Info

PT=ITU-T
PT=ITU-T .71l PCMA,

43, 188650 0. 152.168.0.123
E [l wireshark: Decode As

5
L196111
. 208626 o Link | Metwork| Transport

1]
. 216043 .168.0. © Decode AMCE Seq=60382, Time=9330840¢
2520 43.216940 192.168.0.126 , Seq=16106, Time=2575520
2521 43.228591 192.168.0.127 RRC
RSP
RSYR
2524 43.236329 152.168.0.126 Seq=16107, Time=2575680
uoP 49046 t RTCP . :
2525 43,248682 192.168.0.127 D ot decods sourcs [49046) | porits) 35 ., seq=48l, Time=7&800
2526 43.255931 192.168.0.126 , Seq=16108, Time=2575840 «
RUDP |
< = T >
Header Tength: 20 bytes Rx
: Show Current m
pifferentiated services Field Dt e SABP
Total Length: 200 Clear sap -
Identification: oxs5afo (22768 i ) —
Fr:agment gffset: Q Help oK Apply Close
Time to Tive: 128 b =

Protocal: Ubr (17)
Header checksum: 0x0000 [incorrect, should be OxSeeal
Source: 192.168.0.123 (192.168.0.123)
pestination: 192.168.0.127 (192.168.0.127)
User Datagram Protocol, Src Port: 48046 (45046), Dst Port: 11780 (11780) il
- = 1

T

I T e

00

25

P

T

0KjS

>
*F L ows

3. %Kk $¢ Telephony—rtp—Show All Streams

[l test126-127.peap - Wireshark SRR
File Edt WView Go Capture Analyze  Statistics Tools  Help
A = > o 5
BEees DEARS S| »= BlE acaan &®mx
SMPP Operations. ..
Filker; SCTP b xpression... Clear  Apply
ANST L3 " P -
Mo, Time SU\JFEE a5M » Protocol Info

PT=ITU-T G.71]

e # 8 ] .
H.z2s...
2512 43.188659 192.16E8.0.127 . PT=ITU-T
S ISUP Messages
= LTE MAC......
2516 43.106111 0.126 1= RlEacoo0 RTR PT=ITU-T
S08626 MTF3 F lnrn AT T
Shaw Al Skreams
SIP... Stream Analysis...
2520 43.216040 152.168.0.126 UCP Messages... RTP PT=ITU-T
2521 43.228591 192.168.0.127 . volP Cals. .. RTP PT=ITU-T G. Time=76640
] WAPMISE, PT=ITU-T G
2524 43.236329 192.168.0.126 192.168.0.123 RTP PT=ITU-T G.711l PCMA, SSRC=0x643C0869, Seq=16107, Time=2575680
2525 43.248682 192.168.0.127 102.168.0.123 RTP PT=ITU-T G.7ll PCMA, SSRC=0x643C3863, sSeq=481, Time=76800
2526 43.255931 192.168.0.126 192.168.0.123 RTP PT=ITU-T G.711 PCMA, SSRC=0x543C2869, Seq=16108, Time=2575840 -
| 3

Header Tength: 20 hytes
pifferentiated services Field: 0xQ0 (DSCP 0x00: Default; ECM: Ox00D
Total Length: 200
Identification: Ox58Ff (227830 —
Fragment offset: 0
Time to Tive: 128
Protocol: UDP (172
Header checksum: 0x0000 [incorrect, should be OxS5edb]
Source: 182.168.0.123 (192.168.0.123)
pestination: 162.168.0.127 (192.168.0.127])

User Datagram Protocol, Src Port: 49046 (400460, Dst Port: 11780 (117800 d

= e

m

m

0K/S

0KfS
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4, PR XAEHE, XA DU, 50500k 123 RS wEYs 126 2% i T rtp L Crtp
M AR A 123 RS dafbsy 127 &P A rip £, 126 %/ uifl 4y 123 JIjR55 4%
I rtp AL, 127 2 didl 4y 123 IRSS 25000 rip Ao P AT, Can Nl 4.4 Frs)

=@ & |

test126-127.pcap - Wireshark

File Edt Wew Go Capture Analyze Statistics  Telsphony Tools  Help
BEse BEXEE AeeDTI QAP @®Dm%| 8

Fiter: | | + Expression... clear apply

Ma. Tirme: Source Destination Protocal  Info

2513 43.188659 192.16R.0.127 192.168.0.123 RTP PT=ITU-T G.71l PCMA, SSRC=0x643C236 Seq=47v8, Time=76320
“wireshark:RTPStreams =R

5, Time=2575360

2515 43.195111

2517 43.208626 Detected 4 RTP streams, Choose one for forward and reverse direction For analysis Time=76480
Src IP addr “ Spcport 4 Dst IP addr 4 Dstpart 4 35RC 4 Payload 4 Packets {4 Lost i
2519 43.216043 y 2, Tim 3308408
2520 43.216940 1% 6, Time=2575520
2521 42228500 192.166.0.123 49046 192.1668.0. 127 Ox4E7SACFS  gT11A 673 000.0%) Time=76640
192,168.0.126 11790 192,168.0,123 0x643C9869 arlla 865 -10-0,1%)
192.168.0.127 11780 192.168.0.123 Dx643C9869 g7114 B63 0{0.0%)
2524 43.236329 19 B =2575680
2525 43.248682 19 Time=76800
2526 43.255931 19 8, Time=2575840 «
[ — D
Header length: 2 -
Differentiated 5
Total Length: 20)
Identificatiaon: —
Fragment offset:
Time to Tive: 12
Protocol: UDP (1 =
N i | |
Source: 182.168. Forward: 192,168,0,123:49044 - > 192,168,0,126:11790, SSRC=0x1D525067
pestination: 192 Select a reverse stream with Crl + left mouse butkon
User patagram Prot ‘ Unselect ” Find Reverse ” Save As ” Matk. Packets ” Prepare Filker H Copy ” Analyze “ Close | d
e
oQog 00 15 65 19 20 TT oo oo T B0 UR U0 g3 OO 10pen an analyze window of the selected stream(s)|

0010 00 <8 58 O 00 00 80 11 00 00 c0 a8 00 7h c0 as i:

L s ks S

@ | File: "C:\Documents and Settings\Administratort... | Packets: 5717 Displayed: 5717 Marked: 0 Load time: 0:00.156

5. sithi Analyse 85 L (Wi N E 4.5 Fias)

i test126-127.pcap - Wireshark

File Edt Yiew Go Capture Analyze Statistics Telephony Tools  Help
Budes EEXEE NPT L QAab| WHmsg E

F\Iter:| |v Expression... Clear Apply

Mo, Time Source Destination Protocol  Info

2313 43.188659

14 i Wireshark: RTP Stream Analysis

Forward Direction | Rewersed Direction |

2516 43.196111 19

2517 43.208626 Analysing stream from 192,168.0,123 port 49044 to 192.1668.0.126 port 11790 5SRC = 0x1D525067 4]
=]
Packet + Sequence 4 Delalms) 4 Fitered Jitter{ms) 4 Skew(ms) 4 IPEW(kbps) 4 Marker 4 Status 4 =
2519 43.216043 19 1.60 = |F30840¢
2520 43.216940 19 73520
2521 43.228591 19 130 58619 23.51 1.31 -21.01 3.20 [ok] a
132 58620 16.50 211 -35.00 4.80 [Ok]
134 58621 2344 3.28 -55.94 6.40 [Ok]
2524 43.236329 19 73680
136 5862z 16,60 3.96 -70.05 8.00 Ok
2525 43.248682 19 Lok 1]
2526 43.255931 19 138 58623 2344 5.02 -90.99 9.60 [ok] 79840
4 '7 140 58624 16.59 5.59 -105.08 11.20 [Ok] :‘ b
Header Tength: 3 141 58625 23.43 6.55 -126.01 1z.80 [Ok] 7
Differentiated 4| 142 58626 16.61 7.02 140,13 14.40 [Ok]
Total Length: 2 142 caesT w4 3 2a _ted e 1€ nn [ =z
Identification: Max delta = 25.40ms at packet no. 2478 B
Fragment offset Ma jitter = 17.70 ms. Mean jitter = 17,49 ms,
3 sves 13 Max skew = -52740.54 ms.
Time tD_l'-l‘IVE. 14 Total RTP packets = 3015 (expected 3015) Lost RTP packets = 0 {0.00%) Sequence errors =0
Protoco UDF (. Duration 60,28 s {-52755 ms clock drift, corresponding ta 998 Hz (-67.52%) =
Source: 192.168,
pestination: 193 ‘Save payload... ” Save as CSW... ” Refresh ” Jump to H Graph ” Player ” Mext non-Ok ” Clase ‘
User Datagram Prof a5
— [ | ——————————
20T ug au @ B0 US UU #3 U0 B -
00 00 80 11 00 00 c0 a8 00 7h c0 a8 - |
2e 04 00 b4 47 34 80 08 eh de 37 od .
ac 5 31 1b 89 bd b2 8d 6b 0d 02 1e - =
67 80 89 b5 84 7e 02 09 la cd 98 &7 -
fd ee fb 5Ff 7c da 92 81 81 %e 1 &0 -
3d 3f 34 22 b3 be b3 24 00 35 02 1d -
20 8c b7 Ba 94 00 31 37 05 97 8d &8d -
¢ f2 dd 7b 74 B8 B7 Bc 80 95 74 14 f.o. .
32 67 0% 0h 08 &8 L1420, g...h £ Lok ks S
) 9

5717 Displayed: 5717 Marked: 0 Load time: 0:00, 15
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6. it Save Payload #%4fl, 7F name 35 BARAE AR I A FR . e BRI

i test126-127.pcap - Wireshark

=& & |

File Edit Wiew Go

Capture

Analyze

Statistics

Telephony  Tools

Help

BWoee BEXEE Aer*07L (B Qaaan ¥ % | H

Filter: |

|v Expression... Clear Apply

Mo,

Tirme:

2313 43.188659

Source

Destination

1 i Wireshark: RTP Stream Analysis

Protocol  Info

2316 43,
2317 43.

196111
208626

Forward Direction

Reversed Direction |

Analysing stream from 192,168.0,123 port 49044 to 192.1668.0.126 port 11790 5SRC = 0x1D525067

73360

Packet + Sequence 4 Delalms) 4 Fitered Jitter{ms) 4 Skew(ms) 4 IPEW(kbps) 4 Marker 4 Status
2519 43. 216043
2520 43.216940 19 128 58618 0.00 iwireshark:save Payload As ... k]
2521 43.228501 1g| 130 58619 2351 k]
132 s6620 16.50 Mame: [zma] |k
134 58621 2344 r _I k]
2524 43.256329 19 Save in folder:  [7Deskbop &
2525 43.248682 19 136 sz 16.60 k]
2526 43.255031 19| 1% seeas 2344 > Browse for other Falders - -
| o2 6 .
Header Tength: 4 141 58625 2343 Format: @ .au k1 «
> Differentiated g 142 58626 16.61 - k]
Total Length: 2 14z E2e%7 EEEY L1 ™
Tdentification: Max delta Channels: @) forward () reversed () both
Fragment offset Max Jilt;&r
5 5 13 Max skew
Time to Tive: 13 Total RTP ————1 ] |os=0
protocol: UDP Duration d aK Cancel |
> [
Source: 192,168,
pestination: 193 ‘Save payload... ” Save as CSW... ” Refresh ” Jump to H Graph ” Player ” Mext non-Ok ” Clase
> User Datagram Prof d
Gt ol o ——
0000 00 15 65 19 20 1f 00 50 <2 22 20 Bd 08 00 45 00 . -
0010 00 <8 58 o 00 00 80 11 00 00 cO a8 00 7h cO a8 .
o020 00 FfF bf 96 2e 04 00 b4 47 34 80 08 eh de 37 od .
0030 bb ba 4b 79 ac 5 31 1b 89 bd b2 8d 6h od 02 1e . =
0040 6e 61 1d 05 6F 90 89 hS B84 7e 02 09 la cd 98 &7 ..
0050 95 F4 60 65 fd ee fb 5F Fc da 92 81 81 be f1 &0 L
0060 57 96 de Oc 3d 3f 34 ee b3 be b3 94 00 35 Oe 1d ..
0070 5¢ 73 14 6d e0 8¢ b7 Ba B4 00 31 37 05 97 8d &8d .
Q08B0 57 86 10 15 5c¢ f2 dd 7bh 74 29 87 8c BO 93 74 14 .
0020 fd 80 6% 34 32 3a 02 8 hd a5 bo 67 0% Ob 08 &8 .g...h S Lok okfs | @
0 File: "C:\Documents and SettingstAdministrator! |Packe : 5717 Displayed: 5717 Marked: 0 Load time: 0:00,156

FTITRIA CRAF (SO, e M T BRI ok

7. JH cooledit #ft- 43 #r A

E Loading Z.way
File  Edit

Wiew Effects Generate Analyze Favortes  Options  Window  Help

Interpret Sample Format As

" I
LChannel

' Mono
" Steren

Besolution

& Bhit

£ 1Bt

& 32-bit [float)

~Sample Rate—

Cancel |
Help |

—
F Lok

Ir

okjs | B

TE e T e

#1992-2003 Suntrilium S oftware Carporation 44100 71 6-bit PSteren |

4.7.1
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:Loading 2.wav | = =

Raw Data {no header)

Diata Formatted As

‘ 8-bit &-Law Compressed j

‘When opening, offset input data by:
(Ol i i {0

[ Create .DAT header fie on save

8-hit

P41 w5t ws | @
11992-2003 Synkrllium Software Corparation 44100 1E-bit YStereo | T TE e T

472
8. FEH AT LA RSS2 I & H 1 rtp B2 5 1B o

: 3.wav - Cool Edit Pro

File Edit vView Effects Generate Analyze Favortes Options Window Help

B EEE =R

. wav

WIIT

f Vi

| |
A ] 44[pr 1] @

&Lt ks S
Playing -18.1dE = 00:00:06:21 8000 78-bit YMona ISR e Ao e

% 4.8
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BhE B IR A B

5.1 STP Z&¥miE KA &

QEEIEIES |
1) SIPF& L STP (R L IREFE AE] Voip KumdEJHEK, STP Ay Ik i

2)  SIPFE X LimiE JHE R I 423 5 B

3)

THTEAN iR S AR I 5

[ b7 %]
P ) — R S A G
1 B SIP &l SIP & Z A ANIE, nlilid ping i &F sip RS2 sip

2)

B 4 . AT telnet A TYE Sip MRAS SIS T (5060)

BRI .

AR : Voip R MRS AR TP Hhhl & S, SECEMHE BIJGVESA SIP F 6,

HEHE R . 15 SeH A TveVoip. ini H'[System] F LocalSiplp (AHE ip Hilik) Gatewa

(W oeHE)  HCE

(1) BARTEMI;: 52 TveVoip. ini H [System] F RegSipServer MRS gedtbsib)
UserName (JIJ'44) RegPassword (#H5) [HIfic & /& 75 I/

(2) JEIEF M : KA TveVoip. ini 1 [ChRegGroup0] F ServerIp (VESHIR S5 2%kl
user (JHF'4)  pwd CEAS) (&2 15 5

A TGRSR s TR A% 7 o R 55 2 SR PRI

TR 2805 31 58 PRV U /N T STP A 5 _ERCE K ME MR, STP A & A% 423

itk

HARRA I KA TveVoip. ini 1 [System] N RegExpires /&4 0, #24 0 WSl

3600

5.2 SIP AR 5

QRSeS|

-30-



TECH AR L. 0571-568660017

1) SIPFEEL EN ) INVITE FERYE sk
2)  HEMIEL STP 4 [HREIY g Rk
3)  BEMIEF R, WAL, PR R
4) EE B2 S, SIP FE ESRMTY
5) iHHEAIHIA RIS
| @UBEIEY D
D BRI AL, RS O
AR BT TE R AT IR A AT N, T 4 R A IR
AR R PR AR E T e
fi 2 TveVoip. ini H1[SipUser] F User? J&1% Cigb Hl /- B .
2)  BAAYIET TR PPIMENLIN, A 24058 B A T R
fTIF TveConfig £ Voip BUE & A SCRAmAGRM — k2, KSRl 2 5
Pt Sip RS- G IRAHICHC .
3) IR St R AT BT RS o

1) SIP (54 REE AL
5.3 SIP RN B BRRANE K ) it

5]

1) E AT LA EE RIS, (A P JeE T B B S A
2) LR G RE BB P, HBE R T LA 275 2 g
3)  EMH P TCEWTEIE B, B IevEr B B A
4) EVEAR IS

| @OBENYED

D A AR 25 2 il , Mate RTP WS A5 Al LU 3200 5

2)  RTP i it j 75 15 =48 04 iy i 1 oh v A g —

3)  RTP JAER H I 1P Mk Al FUE R 524 R —2

4) X7 RTP JtfT AN 75—

5) R e i R A [l FOBCR IR RTP A

6) REA—JiRIETEEM, R RTP M bR SR FE
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7)  RTP JiHs 2 75 %, RTCP i & 7504 RTP i +1

IWER T4

1 R %0, 5 ping X IP ik

2)  EREE RO St iR i A A, ARG RTP 3L, wJ BAAMAT 2 PR
FAM Rt JI% 00 H IR 1P HbhEAD 1 FTAIHG AR S -2 i 215

3D RS B IO P 2t S5 1 I A, A ethereal A5 T LK MU N 1¥) RTP it

[ i R

1) SIP {54 FRERTH SN 450 F P oA A e a2 11 R v

2) R R AR PRSI e P sl gk, 1 [ SR A 4 R

3 T b, AT H ping X5 1P k)45 R

4) R Ethereal T L7543 5 25 M nU W BEA B B3l 107, I I () RTP 35

5.4 SIP —XIREHKRM

(QETIEIED |

D MR TR SRR S, BT TR S B A i

2) IETEARA IS

| @USEBRINGD

R Gk RE P g5 R BT B AR B R R

1 k57 DTMF %551 2833 %5 Py 28

2) DTMF &5 7 A2 SIP #EAT PR

3) SIP RS A EEO: 2833 A S F AR R ), BT AR AR S Wy
WA M AREIEMINCS, TR SRR OB & 1K LA

IR 6L

D KA 2 FfiC S st i #H #% 2833 fig

2) KA L AU BT % DTMF B2

3) KM ethereal T HAMHUM LR L, AT LA By & 77 1E A Ik R 515 &
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5.5 SIP ¥ BEREFERIKH)H

QRS

1) BREE SIP 54, R 1P Huhbdb A7l i, RO SIP 4 B REHLZE K

2)  JRER SIP (54K, MU 1P HuhEE T, I SIP WA R &2k

| @OSEINRNED

S B R TR A, RS e R

1) SIPHERNLER, —BERKIESEIFMAGIC: RGBS EHRIE I E JSER
FEa i ug, R BRI R 128 45/80 CRLRE LA RIS A IRER, Bias tHILHE R
ZRAEDL

2) SIPWEAMMIER, —BEf SIP S Sl i, (12, X4 STP AR
AP RS 2 5, o iB RSP IR R MG B STP R “ Bk RS

5.6 SIP K H)E i WrihR i &R

QETEES |

1) IETEAIA ) B 5

| @UBE YD

D KA A N AU 2% o W 5

2)  SIP V- & NI A At AR DR TEORF Y, P P AR ) 4 11 90 L B i 2
3> FHPBAT BN SIP P 6 Ak T B R iy

[ ER ]

D Wridl, SRR E ARk

2) KAl R BN IY LA SR TR 1] 5

GZTHENSY

1) SIP {54 HEER I SN R A HT P o AR )2 1R R v UL

2) WAL R Al DGR AL R T b gk, B[R] R AR PSS A R
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(i

fiisk 1 HEESH

s SMERSF: KX 3E=306X106mm (ARE[H & )
< B 49380 %

< JORTHFEDIER: <15W

« TAEHSE: 0°C-60°C

« i fFEE: ~15°C-60C

o BRZM N . 350-3500HZ ( £3dB)
CSRIEREE: <2%

< JRE: 10%-70%

o IiZ#y: CCITT G. 704-1988 (CRC4)

- PiiTRE S 4 K

s it X G711 a-law. G. 711 mu-law. GSM. amr. g729
o W FH B A A JH 2

A-Law 64kbps
M —Law 64kbps
G. 729 8kbps
AMR 12. 2kbps

FF 2 MSS BB &

1. 2¢3% miniSipServer , fEIFET;
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Ll miniSipServer ¥2.6 (100 clients)

File Data

%

System information

Dial Flan Servicez Maintain Windew Help

& =y =

Local users External lines  Sawve log ...

09/06/ 10
o9/06/ 10
09/06/ 10
09/06/ 10
09/06/ 10
0a/06/ 10
o906/ 10
09/06/ 10
0a/06/ 10
o9/06/ 10
09/06/ 10
09/06/ 10
o9/06/ 10
09/06/ 10
09/06/ 10
o9/06/ 10
09/06/ 10
09/06/ 10
09/06/ 10
0a/06/ 10
o906/ 10
09/06/ 10
0a/06/ 10
o9/06/ 10
09/06/ 10
09/06/ 10
o9/06/ 10
09/06/ 10
09/06/ 10

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

X
47z
47
X
47z
47
a7z
47
47
a7z
47
47
47z
47
X
47z
47
X
47z
47
a7z
47
47
a7z
47
47
47z
47
X

z9
=9
Z9
z9
=9
=9
=9
=29
=9
=9
=29
=29
=9
29
z9
=9
Z9
z9
=9
=9
=9
=29
=9
=9
a0
30
30
30
jcin]

Create 3CP task

Create 3TUN task

Create M35 trunk task

Create special resource task

Create 23IP task

Create S3IF transaction factory
Create S3IF register factory

Create SIP UL factory

Create S3IF SUE factory

S5IF transaction factory running!
STIP register factory running!

S5IF Uh factory running!

SIP 3UEB factory running!

Create ANN channels

Zall process task running!

SCP deamon task running!

SCF bind callback service socket 192.165.0
SCP task running!

STUN kbind socket 192.168.0.135:3478
STUN kbind socket 192.165.0.135:3479
STUM task running!

MES trunk kbhind signal socket 192.168.0.135
M35 trunk task running!

MG prepare active media relay EPs
ME task running!

SIF bind socket 192.165.0.135:5060
SIP task running!

Load Python scripts

Application run!

.135: 5080

6060

| >

|

2. WiE STIP RS 25%;

formation configuration

Port*

Realm:

Local address®

Basic | Call detail record | SIP | STUN | MSS trurnk | Remote database | SMTP

192,168.0.135

a0a0

myvoipapp.com

 Ck

X Cancel

3N INAHUK S . 7 Data—>Local users—>add” , 7F “User information” H'[f] BaSic”
PR INAH A 7, AR MSS @S 100, 101, H /74 5%, 55400

I,
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#2 Local users information

=163

® &

Add  Edit Delete

Llzer name

100

101

121

122

Digplay name Address
1aa 192,163.0,135:64973
101
10
a1z

Local user configuration information

Basic | Supplementary services || Ardvance services || Call autharization || Media services

Llzer name . |1DD

EE

User password :

Display name : ||

eiail address . |

W OK | | X cancel

4. % 5E MSS ¥ MSS Trunk % 1: 7 Data—>System information” , ZE MSS Trunk Fr2&h

I “signal port 5 IP relay start port, A5]7{di FERIANLE
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Sy=tem information configuration

Basic | Call detail record || S1P | sTUM | MSS rurk | Rermote database | SMTE |
Signal port* |6DE|D |
MMedia relay start port™® |E|DE|2 |

[ w” O ] | 2o cancel

B 3 M IEEE (M X1ite A6

2o Xlite HITAEEITE, ERfERECE — SIP K5 :

SIP Accounts @

| Enabled = Acct # Domain Username Display Mame

Y

www . Ixvoip.com

LxVOIP.com

JEids Add TRIN—A Sip k), anFIE

Properties of Account 1 @

T opology | Presence | &Adwvanced |

User Details

Display Mame [Hollyl —l
User name IYU-U_ 3 I
Password I ese {
Authorization user name 100 ]
—
Domain < 192.168.1.110 > I
e — —

¢FDomain Proxy .
Register with ddg
Send outbound via: §
< domain
o proxy

ain and receive incoming calls

Dialing plan I #1'1a'\a. T;match=1;prestrip=2;

VWAV =
oK Cancel Apply

-37-
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B IC E A BON -

User name 100

Password 100
Authorization user name 100

Domain 192.168.1.110:
Register with domain and receive incoming calls Yes

Send outbound via WWW.IXVOIP.COMdomain
LxVOIP.com

i "OK” 5S8R Xlite MUBCE . Xlite S ulEEMR] Sip R4S, WERELT, "EMNIZ BN

"Ready”{Z &

@e lic

DND | COAF

| XEER | HOLD |RECORD| | AA | AC

<l r];LASN;

LxVOIP.com
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fif3¢ 4 SIP +&4

1 B

SIP (Session Initiation Protocol, Z¥ifA&EZHMILD JEH IETF (Interne TS
) FEHM TP BIEE . B EEH NN TR 1P WP A REE, LI
SoftSwitch (BRACH) AL, MIMHIR F— RIS 76, ST, AT, SRbSETIE
PO e E Nl 55

SIP &R ERHIPIIL, FIFAE 1P P R, B K2 A S iR sy,

L SIP TAEAL 157, % VG RPC2543. H AT FEH T 2 HARS W mFE22] . 1P H %%

fariy
~J o

2 SIP HIEATIRE

L H e (User location) — #REMBAN2ut REESINEA

2. 1 fie)) (User capabilities) — PR iffs FrRH IR BAARIGEAR S 4L
3. P TP (User availability) — Rl 7y & 15 B I NI A5 i A
4. WPYEESS (Call setup) — ¥R LMY AIHRIU 5 E BRI SRt T
5. MEIYALFE (Call handing) — WPNUALRS. 2 ib-Ifmss

3 SIP =T

1. STP AT LUA 21, thm] Lk F - i A BLIL € 07 3K (401 SAPLLDAP 45) e Afi B 37 R 23185
M IL SDP HpisL, SIP WJ LAZERT B RINT I HEAT I RS 2o 1R S B AT Vi, 42 5215 s 22
SR AR BAAREAY GBS WSURIEIE )« BRI g i s 2. ot 2478 0 o 9 10 S
o SIP WIS NP DhBE CTREI RS RRIER . WPIEERS . AT AE)

2. STP W RASCHF g il, W ASCHRF 2Rl

3. SIP 5 M sy, BISKZPMXI I (Lower-Layer—Protocol Neutral ). SIP W] LAYE
ANTF A 2 P A, i TCP =k UDP. 48 H] UDP I,  STP W] LASE4F () S RF 2 4
Seifis MAEF TCP W,  STP wJ LATE 25 5y (R a it By K 4% .

4. STP SZFFIR 2 HoAb MY, Wi RSVP. RTP M1 RTCP, RTSP. SAP. SDP %%, {HJ)&, SIP [JZhBER
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BRAE AT LA AT AT E

5. SIP AT SUARMIII, (RIS, P4 Jtklf:  SIP KM Client/Server MARE: ),
FEARKRESE B4k T HTTP Al SMTP B (IHRAE -

6. SIP PMSUE TEIRASH (Minimal State), R4 0] LALRFFE 0] DAANCRAFIF IPIR S ;

7. SIP 3 WS FF 40 WA B 5 () IR 4%, W LASIZEL TSDN A IN il IR SSs  lad oe,
SIP W] LLSZHL PSTN HL i 22 [a] Ry

8. SIP SCHFH P I S AR B L 55

4 STIP Huhk

STP Addressing STP MulibA%aXry STP URL (SIP Z5—%Jisefias) &, SIP URL 2%
LT mailto 5k telnet URL. SIP fEBETF LF87075 18 T 0 HAb M A4 R IE R o & SCRFVF
Z AR A T, s P 2@ UL B S @PSTN R OCHB BRI Tel:
0106228k JX A W38 L 15 5 A0 (R iR 45 . STP M kb A 55 7 3 40 A EHLER 4, e
j. doe@ig. com j. doe@192. 168. 10. 1; A ARIRFR AN — AN —ADATLAYT AL

REFF AL SIP HEHE AT LA AME B CTEAAREL, enail 4).

5 SIP A4

1. KRG
SIP AT B / IS5 2R A ) o JEAS) Ry F P AR BRI 2% i 554
P REE (User Agent )
HI P AREE % S5 (User Agent Client)
P ARFEAR S %% (User Agent Server)
W% 45 % (Network Server)
RIS % (Proxy Server)
FE [RS8 (Redirector Server)
HMR S % (Registrar)
PLE RS (Location Server)
2. BEAYLLF
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(1) AP 4REL (User Agent)
F P ARHLE 3 UAC (User Agent Client): AGEE STP IRHY )% bty b FH R e o
P ARBEIR S 2% UAS (User Agent Server): 52 SIP iSRRG 22T 1R 1
I, MRIEHSZ B UG KA R AR R B2, JHES, Fede. W%
P UAC FIFH P ARER AR 55 7% UAS #5m] LAZE il-—ANipy

(2) fRFLAZ 45 %% (Proxy Server)

PRELR S5 A5 ARFHAL R PRI K, BE A 2R 45 25 38 4% P LI AR ok
AT RECEAREL AR 55 35 Tl IR 45 0l B e Bl RS R IR BB IR 548 . Bl R R
R AT BEMRRE . BS  BHRR SRS R R A 2%

(3) RS (Redirector Server)  H i [l RS54 /LRI STP 1R, i R v Ay Jid
HiHE WG B AN AN B L, RIS L. SARBIRGS S FR L, FE RS I
AR A CHER. 5H P RBAEX IR, HE RS AR B P TRy .

(D EM RS E (Registrar)  VENHIRSS s 1SR P HLRE NG K, 58 O - sk
e MRS # I AZSCRE ] A VNI SS s — BOC A A R R 55 45 R B 5 IR 55
a8, If B M E A B R S5 A D fE

(B) P EMR% 4% (Location Server) — FEHERMIL, (&M HIFAL—A SIP a4,
SIP 45 &5 n] LU ATl SIP Hpiln (SQL, LDAP, CORBA, etc.) SKIEREALE MRS %5 .
7B S5 5 10 D) e AR B A UGS, 2B AR R 5% 2% B 1) R 4% 2 oK
A Y () R LA

6 SIPJHE

STP R MM RZE: WK (Request) Al Wi, (Response), Wi X 70 i 2miN (Final

Response) F I maN, (Provisional Response)s

LRI R 3SR B4 6 B INVITE. ACK. BYE. CANCEL. REGISTER. OPTIONS.

(1) INVITE
INVITE J5¥E 3t — N P B4 2 n— A2 if o B8 T BBt
T WY, 2 U5 330 B At B 2 RO I B TR Y o XN RN %4 STP AREE IR
Sd%s FEMMRS A ARSI SS S AN LI SR

(2) ACK
-4] -
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ACK J7 i BB TN - sidt INVITE J5VERIE sk DM XA BN 1Z4% SIP
RILMRSS# RS A F P ARBE RS 3R P LT SCR o

(3) BYE
% P LA BYE J732 I IR 25 28 0 R S5 ORI 03X AN R %8k STP ARER k4545
HE [ RG5O ARPLIR GG & B S5

(4) CANCEL
CANCEL J7 ik I T B0 — MR P o XA BN STP ARRE RS54 . € 1n) il 55
Ay AR S5 2RI R 4525 BT S

(5) REGISTER

FH T 1) 3 A7 B 55 AR 2 LR AR DA &L

(6) OPTIONS
M T B IR SS 48 AR ORAT DA T RE o IX AN ERZA45 STP AR AR 55 « F05€ ) il 55 4t
F P ARBR RSS2 E L IR 55 28 T S HF o

2. MR B MR A 6 2K Ixx, 2xx, 3xx, 4xx, 5xX, 6XXo

(1) 1xx Informational GEAD JRE WA IEAENAT I, L NaZERIN . R
JIR 25 2 TG 2L 200 A0 LA BRI TRIEA T AR, D0 i 80 1% Txx WA o JIRSS 2 11T LA R A%
ZAS Ixx MR, Zdi AR i% ACK 153K .

(2) 2xx Successful (I Ry, 51k,

(3) 3xx Redirection (FEE ) 3xx WINZTHFHFURIIALE, BE RRAEIH L AT 15—
MRS, FMRAZL AT A Y, FRARETIOIE A A AR T 1) W A AN R
HIH Via tpfgiihl, LAk forwarding loops, [FJH Y P AR B AR IR 2% 245 00 Z0UAS:
7 E [ IR 5 A [ bk, A0 LART 3 (R s AN AR ]

(4) 4xx Request Failure GifsRRMD  dxx WiV ST IS5 2% M RGN, %5 7 S AN
BLEFREAR IR (O AT EUINAE I 5880 AN, R RO 23
k55 4 AT RERE) o

(5) 5xx Server Failure (JIRZFRID R AAL RN, 3R [0] 5xx WA . 5xx Hi B
RFTR B A, WA R AT BE AR B 32t BASRESE R i

(6) 6xx Global Failures (AJRHHIR) 6xx MR IX LI THE M P R 2445 L,
A& Request-URT Hifig 155 4i% K . (the particular instance indicated
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in the Request-URL. ) FIATAOKRMIXHZ ™ (IRRAR S R, I ARG AR 1% P
) A A 1% B o
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